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1 Einleitung 

Einer Anfrage an die SFH-Länderanalyse sind die folgenden Fragen entnommen: 

 

1. Welche Risiken bestehen für iranische Asylsuchende bei einer Rückkehr nach Iran, die 

während ihres Aufenthalts im Ausland kritische Beiträge über das jetzige iranische Re-

gime veröffentlicht haben?   

 

2. Welche Risiken bestehen für iranische Asylsuchende, die Iran auf illegale Weise verla-

sen haben, wenn sie in ihr Land zurückkehren?     

 

 

Die Informationen beruhen auf einer zeitlich begrenzten Recherche (Schnellrecherche) in öf-

fentlich zugänglichen Dokumenten, die der SFH derzeit zur Verfügung stehen, sowie auf den 

Informationen von sachkundigen Kontaktpersonen.  

 

 

2 Überwachung und Zensur der sozialen 
Netzwerke, die in Iran und im Ausland 
genutzt werden  

 

Zugriff auf die wichtigsten sozialen Netzwerke wie Facebook, Twitter und YouTube 

bleibt in Iran weiterhin blockiert. 2017 und 2018 erhöhten die Behörden den Druck auf 

Telegram und dessen Nutzer_innen. 2019 könnte Instagram verboten werden. Laut dem 

letzten Jahresbericht von Amnesty International (AI) bleibt der Zugriff auf soziale Netzwerke 

wie Facebook, Twitter und YouTube in Iran weiterhin blockiert. Im Jahr 2017 verlangten die 

iranischen Behörden von Telegram, seine Server nach Iran zu verlegen. Ausserdem sollte 

Telegram zehntausende Konten schliessen, deren Nutzer_innen vorgeworfen wird, die «nati-

onale Sicherheit zu gefährden» oder «gegen religiöse Werte zu verstossen». Diese Forderung 

sei von Telegram abgelehnt worden (AI, 22. Februar 2018). Im April 2018 berichtete die 

Tehran Times, dass der Vize-Premierminister Es’haq Jahangiri erklärt habe, Telegram nicht 

mehr zu nutzen. Grund dafür sei eine Weisung, die alle Regierungsabteilungen erhalten hät-

ten, dass die Nutzung dieser App verboten sei.  Kurz davor habe der oberste Führer  Ayatollah 

Ali Khamenei ebenfalls die Nutzung von Telegram aufgegeben. Als Erklärung gab er an, dass 

das Monopol von Telegram gebrochen werden müsste und dass man die Apps der einheimi-

schen Konkurrenz unterstützen müsse (Tehran Times, 22. April 2018). Anfang 2019 berichte 

Bloomberg, dass der iranische Hohe Rat für Cyberspace  Instagram blockieren wolle. Dabei 

handelte es sich um das letzte noch frei zugängliche soziale Netzwerk in Iran (Bloomberg, 

10. Januar 2019). Laut dem US Department of State (USDOS) wurden 2017 die Nutzer_innen 

von Telegram aufgrund der von ihnen veröffentlichten Posts durch die Behörden belästigt. 

Sich stützend auf Reporter ohne Grenzen  berichtet USDOS, dass im Jahr 2017 17 ’000 Tele-

gram-Konten blockiert worden seien und 94 Internetnutzer_innen inhaftiert worden wären, 

hauptsächlich Nutzer_innen von Telegram (USDOS, 20. April 2018).  

 



 

Iran: Risiken im Zusammenhang mit der Veröffentlichung von «kritischen» Informationen 
in sozialen Netzwerken – 25.April 2019 Seite 4 von 26   
 

Soziale Netzwerke werden weiterhin rege genutzt, vor allem da die Beschränkungen 

umgangen werden können. Unstimmigkeiten zwischen der Regierung und der Justiz 

beim Thema der Blockierung von sozialen Netzwerken. Präsident Rohani meint, es sei 

aussichtslos, sich gegen neue Technologien zu sträuben. Laut Freedom House nutzen 

die Iraner_innen die sozialen Netzwerke trotz dieser Beschränkungen sehr stark, insbeson-

dere Telegram und Instagram. Sie nutzen sie als Kommunikationsmittel, um soziale Fragen 

zu diskutieren oder um politische Diskussionen zu führen (Freedom House, undatiert, abge-

rufen am 15. Januar 2019). Gemäss Bloomberg sind die behördlichen Beschränkungen für 

Iraner_innen, die «Virtual Private Networks» (VPN) nutzen, leicht zu umgehen. So könnten 

sie weiterhin Netzwerke wie Facebook, Twitter oder YouTube und Apps wie WhatsApp oder 

Telegram benutzen. Deshalb seien die Beschränkungen eher symbolischer Art zur Be-

schwichtigung der konservativsten Flügel der Regierung. In der Praxis gebe es also weiterhin 

virtuellen Raum für Diskussionen und Proteste. Ausserdem seien viele Politiker_innen und 

hochrangige Beamte, angeführt von Präsident  Rohani selbst, sehr präsent in den sozialen 

Netzwerken (Bloomberg, 10. Januar 2019). In einer auf Instagram veröffentlichten Nachricht 

verteidigte Rohani im April 2018 das Recht der Iraner_innen, zwischen verschiedenen sozia-

len Netzwerken wählen zu können. Er betonte ausserdem, dass man keine Beschränkungen 

für andere soziale Netzwerke erlassen müsste, um inländische Apps zu unterstützen (Tehran 

Times, 22. April 2018). Erst kürzlich, im Januar 2019, sagte Rohani erneut, dass er gegen die 

Blockierung von sozialen Netzwerken sei und bestätigte, dass die Regierung bei diesem 

Thema nicht mit den Justizbehörden übereinstimme. Für Rohani sei es «überholt», sich gegen 

neue Technologien zu sträuben (Channel NewsAsia, 21 Januar 2019).       

 

Kriminalisierung von Äusserungen abweichender politischer Meinungen in den sozia-

len Netzwerken hat seit 2013 zugenommen. Laut Human Rights Watch (HRW) haben die 

Sicherheits- und Nachrichtendienste, unter anderem die iranischen Revolutionsgarden, seit 

der Wahl des Präsidenten Rohani im August 2013 die Repression gegen im Internet aktive 

regierungskritische Personen erhöht. Besonders harte Strafen wurden gegen Blogger_innen 

und Nutzer_innen der sozialen Netzwerke verhängt (HRW, 2 Dezember 2014). Freedom 

House berichtet, dass die Behörden im Jahr 2015 die Gründung einer Einheit namens «Elec-

tions Security Headquarters» zur «Überwachung des Cyberspace» bekanntgegeben hätten. 

Im gleichen Jahr hätte die Cyber-Polizei (FATA) auch eine Einheit zur Überwachung von Vi-

deospielen gegründet. Ausserdem sei eine militärische Operation, die «Eg hterdare Sarallah», 

zur Überwachung der sozialen Netzwerke begonnen worden (Freedom House, undatiert, ab-

gerufen am 15. Januar 2019). Diese Überwachung könne verschiedene Personengruppen 

betreffen. Gemäss einem gemeinsamen Bericht der dänischen Einwanderungsbehörde (DIS) 

und des dänischen Flüchtlingsrats  (DRC), in dem ein Professor einer dänischen Universität 

zitiert wird, würde eine Person, die sich auf den soziale Netzwerken zu Kurdenrechten, zu 

religiösen Rechten oder zur sunnitischen Identität äussert, ins Visier der Behörden geraten 

(DIS/DRC, Februar 2018).    

 

Überwachung der Aktivitäten in sozialen Netzwerken von Iraner_innen im Ausland 

wahrscheinlich. Gemäss Immigration and Refugee Board of Canada  (IRB), das mehrere 

Quellen zitiert, überwachen die iranischen Behörden Online-Aktivitäten auch im Ausland. Die 

IRB bezieht sich auf ein Urteil aus dem Jahr 2012 des Europäischen Gerichtshofs für Men-

schenrechte (EGMR), in dem bestätigt wurde, dass aufgrund zugänglicher Informationen an-

genommen wird, dass Iran die Internetkommunikation und politische Dissident_innen sowohl 

in Iran, als auch im Ausland überwacht. Dafür sei die spezielle Geheimdienstabteilung «Cy-

bereinheit» zuständig (IRB, 20. Januar 2014). Laut Jamileh Kadivar, einer Forscherin der 
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Universität Westminster, seien die im Ausland lebenden Iraner_innen nach den Protesten im 

Jahr 2009 wegen ihrer Aktivitäten in den sozialen Netzwerken Opfer von  Übergriffen der ira-

nischen Polizei und Sicherheitskräften geworden. Damals hätten die Regierungseinheiten zur 

Überwachung des Internets damit begonnen, die Online-Aktivitäten von Iraner_innen im Aus-

land zu überwachen. Einige hätten aufgrund ihrer Online-Aktivitäten Droh-E-Mails erhalten. 

Basierend auf einer anderen Quelle (Fassihi, 2009) erklärt Jamileh Kadivar, dass Personen, 

die nach Juni 2009 nach Iran zurückgekehrt seien, festgenommen und über ihre Facebook -

Konten und andere online publizierten Beiträge befragt worden seien. Aufgrund ihrer eigenen 

Erfahrungen bestätigt Jamileh Kadivar, dass ihre Online-Aktivitäten sowohl in Iran, als auch 

im Ausland überwacht worden seien (Jamileh Kadivar, 2015). Gemäss einem Bericht des 

DIS/DRC, in dem Middle East Concern  und eine anonyme Quelle zitiert werden, überwachen 

die iranischen Behörden die Nutzung der sozialen Netzwerk e von im Ausland lebenden Ira-

ner_innen. In einem Fall, in dem ein_e Iraner_in seine/ihre Konvertierung im Ausland in den 

sozialen Netzwerken bekannt gemacht hatte, wussten die iranischen Behörden darüber Be-

scheid. Diese Person würde bei ihrer Rückkehr nach Iran höchstwahrscheinlich überwacht 

werden (DIS/DRC, 23. Februar 2018). Laut Freedom House ist es nicht klar, ob die Behörden 

Inhalte von in ausländischen sozialen Netzwerken veröffentlichten  Beiträge überwachen 

könnten. Sicher sei aber, dass alle Plattformen und alle Inhalte, die i n Iran gehostet werden, 

willkürlich von verschiedenen Behörden abgerufen werden könnten, um Informationen über 

die Nutzer_innen zu erhalten (Freedom House, undatiert, abgerufen am 15. Januar 2019).   

 

 

 

3 Rechtliche Sanktionen für Personen, denen 
vorgeworfen wird, regierungsfeindliche oder 
«unmoralische» Nachrichten in den sozialen 
Netzwerken veröffentlicht zu haben. 

 

Weit gefasste Auslegung von Gesetzen ermöglicht es,  in sozialen Netzwerken veröf-

fentlichte politisch abweichende Meinungen zu kriminalisieren und hart zu bestrafen. 

Laut Freedom House beschränken viele Gesetze die Meinungsfreiheit im Internet und sehen 

schwere Strafen für eine Gesetzesübertretung vor. So verbietet zum Beispiel das Gesetz von 

2000 die Veröffentlichung von Gedanken, die gegen die Prinzipien des Islams oder gegen die 

Rechte der Öffentlichkeit verstossen. Letztere sind allerdings nicht klar definiert. Die Regie-

rung und die Justizbehörden würden sich häufig dieser Bestimmungen bedienen, um kritische 

Meinungen gegen das Regime zu bestrafen (Freedom House, undatiert, abgerufen am 15. 

Januar 2019). Im jüngsten Jahresbericht zu Iran berichtet AI, dass die Regierung Dutzende 

Personen inhaftiert habe, weil sie sich gegen das aktuelle Regime geäussert hatten. Diese 

Personen hätten kein Recht auf ein faires Gerichtsverfahren gehabt und wären häufig gefol-

tert und anderweitig misshandelt worden. In den meisten Fällen seien diese Personen auf-

grund von falschen Anschuldigungen im Zusammenhang mit der nationalen Sicherheit ver-

folgt worden. Kurz vor den Präsidentschaftswahlen im Mai 2017 seien Journalist_innen und 

Medienschaffende, welche die App Telegram genutzt hatten, zu schweren Gefängnisstrafen 

verurteilt worden, manche zu mehr als zehn Jahren (AI, 22. Februar 2018). Laut Freedom 

House wird Spionage, Piraterie, Phishing, Verleumdung und Veröffentlichung von Materialien, 
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die als schädlich für die «öffentliche Moral» angesehen werden oder zur «Verbreitung von 

Lügen» beitragen, aufgrund des Gesetzes «Computer Crimes Law» aus dem Jahr 2009 be-

straft. Die Strafen seien hart: für Verletzungen der öffentlichen Moral und Keuschheit («public 

morality and chastity») würden sie bis zur Todesstrafe gehen, Service-Provider, die sich nicht 

an die inhaltlichen Beschränkungen der Regierung halten , drohten lange Gefängnisstrafen 

und hohe Geldbussen. In den Jahren 2017 und 2018 seien viele Menschen aufgrund ihrer 

Online-Aktivitäten von den Behörden festgenommen worden. Die Gefängnisstrafen seien aber 

kürzer gewesen, als in den vorangegangenen Jahren (Freedom House, undatiert, abgerufen 

am 15. Januar 2019).        

 

Strafen bis zur Todesstrafe für in sozialen Netzwerken veröffentlichte Beiträge, die sich 

gegen die Regierung richten oder «unmoralisch» sind. Laut der BBC starb der iranische 

politische Aktivist Vahid Savadi Nasiri im Dezember 2018 nach einem 60-tägigen Hunger-

streik im Gefängnis. Laut Iran Human Rights Monitor,  das von der BBC zitiert wurde, sei 

dieser Aktivist im Jahr 2015 festgenommen worden und zu acht Jahren Gefängnis verurteilt 

worden, weil er auf seinem Facebook-Konto Beiträge veröffentlicht hatte, die als «Beleidigung 

gegen den obersten Führer» und als «Propaganda gegen den St aat» angesehen worden wa-

ren. Er sei begnadigt und freigelassen worden, doch wenige Monate später aufgrund ähnli-

cher Anschuldigungen erneut verhaftet worden (BBC, 13. Dezember 2018). Laut der Zeitung 

The Independent wurde im März 2017 ein 21-jähriger Mann zum Tode verurteilt, da er mit 

einer Instant-Messenger-App Nachrichten veröffentlicht habe, die «den Islam beleidigt» hät-

ten. Laut Menschenrechtsanwält_innen wurde der damals 19-jährige Sina Dehghan dazu 

überredet, seine «Straftaten» zu gestehen, da er dann freigelassen werden würde. Nach sei-

nem Geständnis wurde er trotzdem zum Tode verurteilt. Der genaue Inhalt der Nachrichten 

ist nicht bekannt (The Independent, 30. März 2017). In einem Bericht der International Cam-

paign for Human Rights in Iran, der vom UK Home Office zitiert wurde, habe die iranische 

Regierung im Februar 2015 verkündet, dass zwölf Facebook-Nutzer_innen verhaftet worden 

seien, da sie «Korruption propagiert und sich für ein verändertes Familienleben eingesetzt» 

hätten. Ausserdem seien 24 Personen vorgeladen worden, um über ihre Facebook-Aktivitäten 

Auskunft zu geben. Das UK Home Office zitiert auch einen Bericht von Middle East Eye vom 

23. August 2016 und stellt fest, dass Iran im August 2016 gesagt hätte, dass 450 Nutzer_in-

nen der sozialen Netzwerke aufgrund ihrer Online-Aktivitäten verhaftet oder verurteilt worden 

seien. Sie seien Administrator_innen von Apps wie Instagram, Telegram oder WhatsApp ge-

wesen und wären laut der Regierung verantwortlich für «unmoralische Aktivitäten» gewesen 

und hätten «religiöse Überzeugungen beleidigt» (UK Home Office, Oktober 2016). Im Dezem-

ber 2014 berichtete Human Rights Watch (HRW) von einem 30-jährigen Mann namens Soheil 

Arabi, der aufgrund von Beiträgen, die er auf Facebook veröffentlicht hatte, zum Tode verur-

teilt worden war. Die Beiträge würden laut der Gerichtsbehörden «den Propheten beleidigen». 

Im Mai 2014 seien acht Facebook-Nutzer_innen zu Gefängnisstrafen zwischen acht und 21 

Jahren verurteilt worden, aufgrund von Beiträgen, die von den Beamt_innen als beleidigend 

eingestuft worden waren und wegen «heiligen religiösen Werten» (HRW, 2. Dezember 2014).       

 

Behandlung von politischen Aktivist_innen bei ihrer Rückkehr nach Iran von Fall zu Fall 

verschieden. Gefahr einer schwereren Bestrafung für solche mit hoher Sichtbarkeit. 

Verhaftung möglich für Personen mit geringen politischen Aktivitäten in den sozialen 

Netzwerken. Laut der kanadischen Einwanderungsbehörde (IRB), die mehrere Quellen zi-

tiert, ist die Behandlung von Oppositionellen, die nach Iran zurückkehren von Fall zu Fall 

verschieden. Das IRB zitiert einen Professor der Politikwissenschaften und hält fest, dass 
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Personen, die für ihr dissidentes Verhalten ausserhalb von Irans bekannt sind, bei einer Rück-

kehr nach Iran besonders streng behandelt werden. Laut des Direktors von Small Media, der 

von den IRB zitiert wurde, sei es schwierig vorherzusagen, wie eine Person bei einer Rück-

kehr nach Iran behandelt wird, die nicht bekannt ist.  Manchmal kann sogar eine Person, die 

keine hohe Sichtbarkeit als Aktivist_in hat, bei der Rückkehr nach Iran für die eigenen politi-

schen Online-Aktivitäten im Ausland verhaftet werden (IRB, 20. Januar 2014).   

 

 

 

4 Rechtliche Sanktionen für politische 
Oppositionelle, die Iran illegal verlassen 
haben 

 

Illegale Ausreise aus Iran wird normalerweise mit einer Busse bei der Rückkehr be-

straft, auch wenn das Gesetz Gefängnisstrafen vorsieht. Dieser Verstoss könnte aber 

ein verstärkender Faktor bei einer Vorgeschichte oder bei Straftaten sein, die in Iran 

begangen worden waren. Laut dem UK Home Office, das einen Bericht aus dem Jahr 2009 

der dänischen Einwanderungsbehörde  (DIS) zitiert, habe ein westlicher Botschaftsvertreter 

berichtet, dass bei einer illegalen Ausreise aus Iran normalerweise eine Busse von ungefähr 

5000 USD verhängt wird, was 5000 Schweizer Franken entspricht. Gemäss einem Anwalt, 

der vom DIS befragt wurde, liegt die Busse eher zwischen 200 und 300 USD oder 200 und 

300 Schweizer Franken. Personen, die Iran illegal verlassen hätten, würden bei ihrer Rück-

kehr nach Iran nicht verhaftet. Laut dem Vertreter einer anderen westlichen Botschaft hängt 

das Strafmass für eine Person, die Iran ohne Bewilligung verlassen habe, davon ab, was 

diese Person vor der Ausreise aus Iran gemacht hatte. Der Anwalt gibt an, dass eine Person 

mit Vorgeschichte in Iran bei ihrer Rückkehr für diese Taten wohl bestraft werden würde. Die 

Strafe könnte aufgrund der illegalen Ausreise höher ausfallen. Laut Doktor Kakhki, Sonder-

berater des Zentrums für Strafrecht und Justiz, der vom UK Home Office zitiert wurde, wird 

seit der Änderung des Artikels 34 des Passgesetzes von 2010 die illegale Ausreise (ohne 

gültiges Reisedokument) mit einer Gefängnisstrafe zwischen ein und drei Jahren oder mit 

einer Busse bestraft. Das Strafmass würde vom Richter bestimmt (UK Home Office, Juli 

2016).        

    

 

 

5 Quellen  

 

AI, 22. Februar 2018: 

 

« Les autorités ont imposé des restrictions sévères à la liberté d’expression , d’associa-

tion et de réunion pacifique, ainsi qu’à la liberté de religion et de conviction. Elles ont empri-

sonné des dizaines de personnes qui avaient exprimé leur opposition au gouvernement. 

Tous les procès étaient inéquitables. Des actes de torture et d ’autres mauvais traite-
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ments étaient régulièrement infligés en toute impunité . Des peines de flagellation et d’am-

putation, entre autres châtiments cruels, ont été appliquées. Les autorités cautionnaient la 

discrimination et la violence généralisées fondées sur le genre, les opinions politiques, les 

convictions religieuses, l’origine ethnique, le handicap, l’orientation sexuelle et l’identité de 

genre. Plusieurs centaines de personnes ont été exécutées, parfois en public, et des milliers 

d’autres se trouvaient sous le coup d’une condamnation à mort. Certaines avaient moins de 

18 ans au moment des faits qui leur étaient reprochés. [...]  

 

Les autorités ont continué de réprimer sévèrement les droits à la liberté d’expression, 

d’association et de réunion pacifique , emprisonnant des dizaines de détracteurs non 

violents sur la base d’accusations fallacieuses liées à la sécurité nationale. Parmi les 

personnes prises pour cible figuraient des dissidents politiques pacifiques, des journa-

listes, des professionnels des médias en ligne, des étudiants, des cinéastes, des musi-

ciens et des écrivains, ainsi que des défenseurs des droits humains, dont des défenseurs 

des droits des femmes, des défenseurs des droits des minorités, des militants écolo-

gistes, des syndicalistes, des militants abolitionnistes, des avocats et des personnes 

cherchant à obtenir vérité, justice et réparation pour les exécutions de masse et les 

multiples disparitions forcées survenues dans les années 1980 . 

 

De nombreux prisonniers d’opinion ont entrepris des grèves de la faim pour protester contre 

le caractère injuste de leur incarcération. 

 

À la suite des manifestations contre le régime qui ont débuté dans tout le pays fin décembre, 

les autorités ont arrêté plusieurs centaines de contestataires. Selon certa ines sources, les 

forces de sécurité ont tué ou blessé des manifestants non armés en faisant une utilisation 

excessive de la force, y compris au moyen d’armes à feu. Le 31 décembre, le ministre de 

l’Information et des Technologies de communication a bloqué  l’accès à l’application Ins-

tagram et à celle de messagerie populaire Telegram, utilisées par les militants pour faire 

connaître le mouvement de contestation et le soutenir.  

 

Un peu plus tôt dans l’année , les autorités judiciaires avaient exercé des pressions per-

sistantes sur le ministère de l’Information et des Technologies de communication pour 

qu’il exige de Telegram qu’il relocalise ses serveurs en Iran et qu’il ferme des dizaines 

de milliers de comptes accusés de « menacer la sécurité nationale » ou d’ « offenser les 

valeurs religieuses » . Telegram a indiqué avoir rejeté ces deux demandes.  

 

D’autres réseaux sociaux, dont Facebook, Twitter et YouTube, demeuraient bloqués.  

 

Les journalistes et les professionnels des médias en ligne ont été confrontés à une nouvelle 

vague d’interrogatoires violents et d’arrestations et détentions arbitraires avant l’élection pré-

sidentielle de mai. En particulier, ceux qui utilisaient Telegram ont été condamnés à de 

lourdes peines d’emprisonnement, supérieures à 10 ans dans certains cas . […] 

 

Tous les médias demeuraient soumis à la censure, et les chaînes de télévision étrangères par 

satellite étaient toujours brouillées. Les autorités judiciaires ont intensifié leurs manœuvres de 

harcèlement à l’encontre des journalistes travaillant pour le service en persan de la BBC. Elles 

ont gelé les avoirs de 152 journalistes employés actuellement ou par le passé par la chaîne 

d’information et leur ont interdit de réaliser des transactions financières. » Quelle: Amnesty 
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International (AI), Iran 2017/2018, 22. Februar 2018: www.amnesty.org/fr/countries/middle-

east-and-north-africa/iran/report-iran/. 

 

BBC, 13. Dezember 2018: 

 

« An Iranian political activist jailed for his messages on social media has died after 

spending 60 days on hunger strike , his family says. 

 

Vahid Sayadi Nasiri had been accused of insulting Supreme Leader Ayatollah Ali Khame-

nei and other offences. 

 

He was released last March after serving two-and-a-half years in prison but detained again five 

months later. 

 

The activist demanded his transfer from a high-security unit of a prison in the city of Qom to a 

different location. 

 

Vahid Sayadi Nasiri was initially arrested in September 2015 and sentenced to eight years 

in prison for "insulting the supreme leader" and "propaganda against the state," accord-

ing to the advocacy group Iran Human Rights Monitor . 

 

The charges were related to posts he had made on his Facebook page. He was later 

pardoned and released early. 

 

However he was arrested again in August, just months after his release, reportedly on 

similar charges. 

 

He began his hunger strike in October in protest at the conditions of his imprisonment and his 

lack of access to a lawyer, according to Iran Human Rights Monitor.  

 

He also said the principle of separation of prisoners' crimes was being violated as he wa s being 

held with ordinary criminals and was being attacked and harassed, the group said.  

 

Conditions in the Qom prison are described as harsh, correspondents say.  

 

The activist had reportedly been taken to hospital in the wake of his hunger strike.  

 

His sister, Elaheh, said the family had been informed by authorities of his death. No other 

details were immediately available. » Quelle: BBC, Vahid Sayadi Nasiri: Jailed Iran activist 

dies on hunger strike, 13. Dezember 2018: www.bbc.com/news/world-middle-east-46547845. 

 

Bloomberg, 10. Januar 2019: 

 

« Iran’s National Cyberspace Council is planning to block Instagram, the last social -

media platform freely accessible in the country. This is unlikely to trouble Iranian Insta-

grammers, who will continue to use the platform through virtual private networks, or 

VPNs, that route traffic through internet connections abroad. This easy workaround al-

lows Iranians to evade government filters and access banned platforms like Twitter, Fa-

cebook and YouTube, and use messaging apps like WhatsApp and Telegram.  

http://www.amnesty.org/fr/countries/middle-east-and-north-africa/iran/report-iran/
http://www.amnesty.org/fr/countries/middle-east-and-north-africa/iran/report-iran/
http://www.bbc.com/news/world-middle-east-46547845
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It will be instructive to see what President Hassan Rouhani does when the ban, which is backed 

by Iran’s conservative judiciary, takes effect: he has over 2.2 million Instagram followers. Many 

senior officials, including cabinet ministers and parliamentarians, openly flout the bans on Twit-

ter and Telegram. Iran’s Supreme Leader, Ayatollah Ali Khamenei, has over 500,000 followers 

on his English-language Twitter and 2.3 million on his Persian-language Instagram. The com-

munications firm Burson Cohn & Wolfe ranks Khamenei and Rouhani as among the “most ef-

fective” world leaders on Instagram, just behind Donald Trump.  

 

The plan to ban Instagram despite its use by the Islamic Republic’s highest officials 

shows that Iran’s leadership has not yet decided how it feels about social media, and is 

struggling to find a middle path between the unfettered access enjoyed by much of the 

world and China’s walled-garden approach. Ambitious official plans to develop a closed-

loop Iranian “national internet” with social -media and messaging platforms that can be 

monitored by the government — akin to China’s Sina Weibo and WeChat — have come 

to nothing, as have efforts to filter international platforms. 

 

It is not clear that Iranian authorities have the ability to prevent unauthorized VPN use, as 

China has sought to do. Tracking down users is not easy. Many VPNs are free, and don’t 

require credit-card payments. 

 

In any case, unlike in Beijing, there is no consensus in Tehran over what should and shouldn’t 

be allowed. Rouhani and his communications minister, Mohammad Javad Azar Jahromi, have 

advocated more open access to social media. Khamenei is more conservative, but his own use 

of Western platforms betrays an ambivalence about the opportunity and threat they represent.  

 

This uncertainty has allowed a social-media ecosystem to thrive . Iranian celebrities, ath-

letes, news organizations — even obnoxious rich kids — have established large followings on 

Western platforms, which have become a leading source of information and entertainment. And 

many Iranian businesses routinely use social -media and messaging apps for digital marketing 

and e-commerce: Consider the Instagram account of Kalleh, a leading dairy company, or of 

Digikala, Iran’s answer to Amazon. Blocking Instagram will technically criminalize a key part 

of the business model for countless retailers, advertisers, and influencers — though many 

companies will likely carry on regardless, just as they have flouted the ban on Telegram.  

 

For ordinary Iranians, these apps, used in conjunction with VPNs, allow a space for con-

versation and contention — in a kind of digital public square. Many are also using them 

to identify government failings and demand accountability, by directly communicating 

with politicians and officials who are active on social media. Social -media campaigns 

have recently been instrumental in forcing officials to allow women in sports stadiums, 

to get teachers a raise and draw attention to environmental causes. […] 

 

But in practical terms, the ban is no more than symbolic, an empty gesture of reassur-

ance toward the fearful. Iran’s experience with the Russian messaging app Telegram is 

more revealing. It was banned with effect from April 30 last year, ostensibly because it 

had become a “safe haven for criminal acts.”  (Among other things, it was said to have been 

used by currency traders to spread rumors, fueling the panic buying of U.S. dollars and the 

crash of the Iranian rial.) Dutifully, conservative politicians deactivated their Telegram chan-

nels ahead of the ban. 
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To try and gain control of Telegram, the government sought to position a set of locally devel-

oped Telegram “clients,” which would serve as a pass -through, giving Iranians access to some 

channels but not others. While the local Telegram clients did see some uptake in use, eventu-

ally most users found VPNs to get around the ban altogether . According to a study con-

ducted at the University of Tehran, daily visits to Iranian Telegram channels fell from 2.4 billion 

to just 850 million per day immediately after the ban. But just two weeks later, the number was 

up to 1.6 billion visits. By November, even the conservative politicians had returned to Tele-

gram. 

 

So if Rouhani does suddenly vanish from Instagram, his 2.2 million followers needn’t despair: 

He’ll be back soon. » Quelle: Bloomberg, Try As it Might, Iran Can’t Ban Social Media, 10 . 

Januar 2019: www.bloomberg.com/opinion/articles/2019-01-10/iran-s-attempt-to-ban-insta-

gram-is-doomed-to-fail. 

  

Channel NewsAsia, 21. Januar 2019: 

 

« Iranian President Hassan Rouhani on Monday (Jan 21) said resistance  against new 

technologies is "outdated" as he once again criticised the judiciary's blocking of social 

media. 

 

"Resisting new technologies and modern developments is an outdated approach," Rouhani 

said in a speech broadcast by state television. 

 

"We can see that some still oppose new phenomena especially those related to communication 

and information," he added. 

 

Iran in recent years has blocked access to many social media platforms such as Face-

book, Twitter and YouTube and in May the judiciary blocked the Telegram messaging 

app. 

 

In May Rouhani said the government does not approve of the judiciary's blockage of 

Telegram - the country's most popular social network with some 40 million users or 

around half the population. 

 

In his speech Monday he said preventing Iranians from accessing social would amount 

to creating a forbidden fruit which they would crave more and more . 

 

"Filtering is not the solution. We must raise the society's digital literacy so that they can use it 

(social media) without being harmed by it," Rouhani said. 

 

"We don't have free media in Iran and only have state television and radio," he said.  

 

"Everything is congested in the cyberspace ... everyone wants to say everything in this space 

since they don't have any other media," he added.  

 

In January, Iranian media said the judiciary was mulling banning Instagram, the last major 

platform still freely available in the country.  

http://www.bloomberg.com/opinion/articles/2019-01-10/iran-s-attempt-to-ban-instagram-is-doomed-to-fail
http://www.bloomberg.com/opinion/articles/2019-01-10/iran-s-attempt-to-ban-instagram-is-doomed-to-fail
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Despite social media restrictions, Iranians including top officials such as Rouhani him-

self and Foreign Minister Mohammad Javad Zarif continue to use services such as Twit-

ter, which are widely accessible via proxy servers . » Quelle: Channel NewsAsia, Resisting 

new technology is 'outdated' says Iran's Rouhani, 21 . Januar 2019: www.channel-

newsasia.com/news/world/resisting-new-technology-is-outdated-says-iran-s-rouhani-

11149526. 

 

DRC/DIS, 23. Februar 2018: 

 

« Converts who announce their conversion in public may face serious problems. If the 

returned convert has been very outspoken about his/her conversion on social media, 

including Facebook, the authorities might become aware of it and arrest and interrogate 

the convert upon return. A Western embassy (3) said that the subsequent process would 

depend on what the returnees inform the authorities about. The embassy did not consider that 

the converts would receive harsh punishment if they are not high - profiled and are not involved 

in propagating Christianity or activities perceived as a threat to national security.   

 

Declaring conversion on Facebook in itself does not lead to persecution but  likely to 

monitoring. One source explained that a photo indicating a conversion posted on the 

internet would be evaluated by the authorities along with the profile and activities of the 

converted person. If the person did not have any previous affiliation  with Christianity before 

leaving the country, he/she will not be persecuted. (…)   

 

 124. If someone has announced his/her Christianity on Facebook while abroad, the per-

son would probably be surveyed by the Iranian authorities. However, declaring your con-

version on Facebook in itself does not mean that you will be persecuted but monitored, 

if returning to Iran. If you are open about your activities, an arrest or interrogation by the 

government upon return is not unlikely. But declaring you are a Christian when you return to 

Iran, will cage you into a life of no rights, and put you at risk. Being a Christian is considered 

a political opposition to the regime. » Quelle:  Danish Refugee Council (DRC) /  Danish Immi-

gration Service (DIS), Iran: House Churches and Converts, 23. Februar 2018, S. 8, 34: 

www.ecoi.net/en/file/local/1426255/1788_1520517773_house-churches-and-converts.pdf. 

 
DRC/DIS, Februar 2018: 

 

« Furthermore, it is reasonable to assume that people active on the social media are under 

some kind of monitoring by the authorities, an associate professor noted . [...] 

   

59. With regard to whom the authorities will target, the source explained that anyone 

outspoken about Kurdish ethnic and religious rights and Sunni identity on for example 

social media can be in focus. Furthermore, the source said, it is reasonable to assume 

that people active on the social media are a target of some kind of monitoring by the 

authorities. People belonging to particular tribes and particular mosques are a target. Fami-

lies, individuals or tribes who are affiliated with women rights, Kurdish rights or suspected of 

having separatist sympathies are targeted. In this connec tion it was mentioned that families 

traditionally affiliated with political parties and families connected to smuggling are a target of 

monitoring by the regime. Some local Sunni -Muslim sheikhs are also a target and recently, 

they have been accused of Wahhabi and Islamic State propaganda by the authorities. The 

http://www.channelnewsasia.com/news/world/resisting-new-technology-is-outdated-says-iran-s-rouhani-11149526
http://www.channelnewsasia.com/news/world/resisting-new-technology-is-outdated-says-iran-s-rouhani-11149526
http://www.channelnewsasia.com/news/world/resisting-new-technology-is-outdated-says-iran-s-rouhani-11149526
http://www.ecoi.net/en/file/local/1426255/1788_1520517773_house-churches-and-converts.pdf
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information concerning the sheikhs is difficult to verify but it has been mentioned in the media. 

» Quelle: Danish Refugee Council (DRC) / Danish Immigration Service (DIS): Iran: Issues con-

cerning persons of ethnic minorities, including Kurds and Ahwazi Arabs, 23 . Februar 2018, S. 

7, 23: www.ecoi.net/en/file/local/1426253/1788_1520517984_issues-concerning-persons-of-ethnic-mino-

rities-including-kurds-and-ahwazi-arabs.pdf. 

 

Freedom House, ohne Datum (Zugriff am 15. Januar 2019): 

 

« Self-censorship is extensive, particularly on political matters.  Widespread arrests and 

harsh sentences meted out to journalists, activists, and ordinary citizens, as well as 

perceptions of pervasive surveillance, serve to deter unfettered expression online. Many 

journalists and bloggers abandoned their online activities or used pseudonyms after the 

crackdown on 2009 protests linked to that year’s disputed presidential election, resulting 

in a palpable drop in the amount of original content produced by users based inside the 

country. The situation slightly improved after Rouhani assumed the presidency in 2013, 

especially among reformist journalists. Nevertheless, the same restrictions remain in 

place, and journalists continue to be prosecuted. […] 

 

Digital Activism 

 

Despite formal blocks on Facebook and Twitter, Iranians use social media to communi-

cate, raise awareness of societal issues, and even engage in political debates. In the 

lead-up to the May 2017 presidential election, all of the main candidates used the inter-

net, social networking platforms, and messaging apps, particularly Instagram and Tele-

gram. Even conservative candidates who had once railed against social media used such ap-

plications during the campaign, demonstrating their importance for political activism in Iran. 

[…] 

 

Twitter continues to be employed by Iranian activists to raise the profile of political pris-

oners, minorities facing discrimination, and human rights issues . On December 30, 2016, 

over 30,000 Twitter users from around the world used the hashtag #SaveArash to voice their 

support for imprisoned civil rights advocate Arash Sadeghi, who was 68 days into a hunger 

strike. He remained behind bars as of 2018. […]  

 

Iran remains an extremely dangerous environment for internet users. Numerous laws 

tightly restrict online speech and allow harsh punishments for those who deliberately 

flout these constraints or inadvertently draw the ire of authorities. The constitution pro-

vides for limited freedom of opinion and expression, but a variety of haphazardly en-

forced statutes limit these rights in practice. The 2000 Press Law, for example, forbids 

the publication of ideas that are contrary to Islamic principles or detrimental to public 

rights, none of which are clearly defined. The government and judiciary regularly invoke 

this and other vaguely worded legislation to criminalize critical opinions. 

 

The 2009 CCL outlines punishments for spying, hacking, piracy, phishing, libel, and pub-

lishing materials deemed to damage “public morality” or result in “dissemination of 

lies.” Punishments are severe and include the dea th penalty for offenses against public 

morality and chastity, as well as long prison sentences, draconian fines, and other pen-

alties for service providers that fail to enforce government content restrictions . 

http://www.ecoi.net/en/file/local/1426253/1788_1520517984_issues-concerning-persons-of-ethnic-minorities-including-kurds-and-ahwazi-arabs.pdf
http://www.ecoi.net/en/file/local/1426253/1788_1520517984_issues-concerning-persons-of-ethnic-minorities-including-kurds-and-ahwazi-arabs.pdf
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In December 2016, President Rouhani launched the “Citizens’ Rights Charter,” a nonbinding 

document. Article 26 features a commitment to freedom of speech and expression “within the 

limits prescribed by the law,” while Article 37 states that online privacy should be respected.  

 

In August 2017, the SCC released new regulations entitled “Policies and Actions Regard-

ing the Organization of Social Media Messaging Applications.” The regulations outline 

what is viewed as legal for messaging apps operating in Iran and formalize previous 

demands that foreign messaging apps work with Iranian authorities to license them-

selves and move their data centers inside Iran . The new rules also task the ICT Ministry 

with forming a committee to suggest a licensing process for domestic and foreign messaging 

aps. 

 

In February 2018, Azari Jahromi, the ICT minister, published drafts of five bills meant to codify 

the legal regime governing ICT policy in Iran. The five bills cover the following subjects: eGov-

ernment, electronic identification, and the responsibilities of ICT servic e providers, electronic 

financial transactions, and data protection. Despite their broad reach, none of the proposed 

bills deal with the restrictions on internet users’ human rights stemming from the CCL.  

 

Prosecutions and Detentions for Online Activities 

 

Authorities arrested numerous individuals for their online activities in the past year, 

though convictions led to shorter prison sentences compared to previous years.  

 

As Telegram grew in prominence in Iran, security forces turned their attention toward t he ad-

ministrators of the communication app’s various channels, which allow users to post public 

messages to large groups. This was particularly notable around the May 2017 presidential 

election, when security forces arrested 12 admins of reformist -aligned Telegram channels; six 

of them were charged and sentenced to prison terms ranging from two to five years in August 

2017. Security forces also coerced admins into deactivating or deleting their channels. […]  

 

In June 2018, journalist and political activist Hengameh Shahidi was arrested after criti-

cizing government policies on social media and participating in interviews with foreign 

media. She was detained upon leaving a hospital where she had been treated for a heart 

attack. She had previously been imprisoned for five months in 2017 as part of a government 

crackdown on dissidents and reformists ahead of the presidential election.  

 

Also in June 2018, poet and filmmaker Baktash Abtin was sentenced to three months of 

community service and about US$1,200 in fines for “propaganda against the state,” hav-

ing posted a photo to his Instagram account of Mazdak Zarafshan, a man who was at-

tacked and injured by police in December 2016 . Zarafshan was the son of a lawyer who had 

represented the families of murdered dissidents. 

 

Amid domestic political tensions between reformists and conservatives, hard -liners within the 

judiciary and IRGC have conducted a campaign against perceived “infiltration” by Western 

ideas, individuals, and companies. Numerous foreigners or Iranians w ith dual nationality who 

were active in journalism, human rights, or ICT development work have been imprisoned by 

the authorities, often with little explanation.  
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For example, Nazanin Zaghari-Ratcliffe, a journalist with Iranian-British dual citizenship, was 

arrested in April 2016 at the Tehran airport by the IRGC. She was sentenced that September 

to five years in prison for supposedly spying and designing websites that support sedition. 

Although she became eligible for early release in November 2017, she remained in prison and 

faced new charges of propaganda against the state in May 2018. Two months later, a judge 

declared that she would not be released until Britain settled a US$394 million debt that Iran 

claimed it was owed under a 1976 deal involving mil itary equipment. 

 

Istanbul-based Iranian tech entrepreneur Arash Zad, an editor and contributor at the online 

magazine Weblogina and the technology websites Arashzad and Ladybug, was arrested by the 

IRGC in July 2015 as he prepared to return home to Turkey . After being held for more than two 

years, he was released without explanation in December 2017. Phishing emails from his ac-

count were reportedly sent to his contacts while he was in custody.  

 

Surveillance, Privacy, and Anonymity 

 

The online sphere in Iran is heavily monitored by the state. In January 2017, it was an-

nounced that the administrators of Telegram channels with more than 5,000 members 

would be offered incentives to register with Ministry of Culture and Islamic Guidance. 

There was no punishment for noncompliance. Admins who registered were required to 

provide their channel name, full legal name, home address, and national identification 

number. In addition, they had to give “temporary co -administration” privileges to an 

“iransamandehibot” bot. The presence of a government bot monitoring all channel discus-

sions would pose a serious threat to the privacy and personal security of channel admins and 

members, particularly in channels sharing content deemed to be politically, religiously, or cul-

turally sensitive. In April 2017, it was reported that 8,000 Telegram channels and 1,000 Insta-

gram pages had registered. 

 

The SCC had announced in May 2016 that foreign messaging apps must move all data on 

Iranian users to servers located within the country. The order seemed to be aimed at 

Telegram, which had been under increased pressure from the authorities and was even-

tually blocked in 2018 (see Blocking and Filtering). Storing data on local servers would 

leave foreign companies more vulnerable to government demands to hand over data on 

dissidents and censor unfavorable views . In July 2017, then ICT minister Vaezi claimed that 

Telegram had moved its servers to Iran. Chief executive Pavel Durov denied the claims, but 

said Vaezi was likely referring to the fact that Telegram rented local CDN caching nodes from 

a global provider, as it did in many countries.  

 

The legal status of encryption in Iran is somewhat murky. Chapter 2, Article 10 of the CCL 

prohibits “concealing data, changing passwords, and/or encoding da ta that could deny access 

of authorized individuals to data, computer and telecommunication systems.” This could be 

understood to prohibit encryption, but enforcement is not common. Nonetheless, the authorities 

have periodically blocked encrypted traffic f rom entering the country through international gate-

ways, particularly during contentious moments such as elections.  

 

In 2015, amid preparation for elections to the parliament and the Assembly of Experts, a 

body of clerics that appoints the supreme leader, the deputy interior minister for security 
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announced that a new “Elections Security Headquarters” would be established “to mon-

itor cyberspace.” Similarly, the IRGC launched a military exercise named “Eghtedare 

Sarallah” in September 2015, which included the  monitoring of social media activities. 

In June 2015, the Cyber Police (FATA) created a new unit for monitoring computer games.  

 

It remains unclear how or how thoroughly the authorities can monitor the content of 

messages on foreign social networks, given that some apps encrypt their messages. 

However, all platforms and content hosted in Iran are subject to arbitrary requests by 

various authorities to provide more information on their users . Local platforms do not 

guarantee the kind of user protection offered by some of their international counterparts, which 

may explain users’ hesitancy to adopt them. » Quelle: Freedom House, Freedom on the Net 

2018 - Iran, (Ohne Datum, Zugriff am 15. Januar 2019): https://freedomhouse.org/report/free-

dom-net/2018/iran. 

 

HRW, 2. Dezember 2014: 

 

« Iran’s judiciary should vacate the death sentence of a 30 -year-old man who faces im-

minent execution for Facebook posts linked to his account. On November 24, 2014, Iran’s 

Supreme Court upheld a criminal court ruling sentencing Soheil Arabi to hang. The court 

transferred his file to the judiciary’s implementation unit, opening the way for his exe-

cution. 

 

A Tehran criminal court had convicted him in August of sabb al -nabbi, or “insulting the 

prophet,” referring to the Prophet Muhammad, which carries the death penalty. Arabi’s 

legal team has asked the judiciary to suspend the death sentence and review the case.  

[…] 

 

Vahid Moshkhani, Arabi’s lawyer, told Human Rights Watch that instead of upholding or over-

ruling the lower court verdict, the Supreme Court unlawfully added the charge of efsad -e fel 

arz, or “sowing corruption of earth,” to Arabi’s case. In addition to carrying a possibl e death 

sentence, the charge also forecloses the possibility of amnesty, he said.  

 

Moshkani said the Supreme Court rejected his client’s defense that he had not written many of 

the Facebook posts and that he was merely sharing others’ views on the social m edia site. 

Article 263 of the revised Islamic Penal Code provides that a person who “insults the Prophet” 

while drunk or by quoting others, among other acts, will be subjected to 74 lashes and not 

sentenced to death. […] 

 

Human Rights Watch previously expressed concern regarding the broad definition of “sowing 

corruption on earth” in the revised penal code, under which authorities can prosecute, convict, 

and sentence political dissidents and others exercising their basic rights to freedom of speech, 

assembly, association, and religion. Human Rights Watch is opposed to the death penalty in 

all cases, due to its inherently cruel and irreversible nature.  

 

Iran is one of the world’s most prolific jailers of writers, according to Reporters Without 

Borders. As of July, at least 65 journalists, bloggers, and social media activists were in 

prison on various charges related to their speech or writings. Since President Hassan 

Rouhani’s inauguration in August 2013, security and intelligence agents, including the 

Revolutionary Guards, have apparently stepped up a crackdown on dissent through the 

https://freedomhouse.org/report/freedom-net/2018/iran
https://freedomhouse.org/report/freedom-net/2018/iran


 

Iran: Risiken im Zusammenhang mit der Veröffentlichung von «kritischen» Informationen 
in sozialen Netzwerken – 25.April 2019 Seite 17 von 26   
 

Internet, and Iran’s judiciary has meted out particularly harsh punishments for bloggers 

and social media users . 

 

In May 2014, police arrested four young men and three women after  a video showing 

them dancing to the popular song “Happy” went viral on YouTube. Authorities released 

them to face trial on charges that included engaging in “illicit relations.” In the same 

month, a Tehran revolutionary court sentenced eight Facebook users to prison terms 

ranging from eight to 21 years for allegedly posting messages to insult government of-

ficials and “religious sanctities,” among other crimes . » Quelle: Human Rights Watch 

(HRW), Iran: Death Sentence for Facebook Posts, 2 . Dezember 2014: 

www.hrw.org/news/2014/12/02/iran-death-sentence-facebook-posts. 

 

IRB, 20. Januar 2014: 

 

« Several sources indicate that the treatment of anti -government activists who return to 

Iran is case specific  (Small Media 14 Jan. 2014; Professor of History 13 Jan. 2014; Professor 

of Political Science 5 Jan. 2014).  

 

The Professor of history said that, after the elections, "a number of academics in Iran who were 

fired from their positions based on their political opinion or secularism during the Ahmadinejad 

period, are now being called back to work" (13 Jan. 2014). Corroborating information could not 

be found among the sources consulted by the Research Directorate within the time constrai nts 

of this Response. 

 

In correspondence with the Research Directorate, a representative of the United Nations High 

Commissioner for Refugees (UNHCR) indicated that UNHCR Turkey is aware of political activ-

ists or perceived activists who have been identified through techniques such as photographic 

screening or interrogation by the authorities upon their arrival at the Tehran airport from abroad 

(17 Jan. 2014). 

 

The Professor of political science indicated that people "who are known for their anti -

government activities outside Iran are treated harshly" when they return (5 Jan. 2014). 

The Director of Small Media similarly indicated that "if an activist is known to authorities, 

he or she will most likely be targeted and face prosecution upon return " (Small Media 14 

Jan. 2014). The Director cited two recent cases of anti -government activists who returned to 

Iran and were arrested: one in December 2013 and another one in January 2014 (ibid.).  

 

The IHRDC representative stated that 

 

There have been numerous reports about Iranians who are arrested upon their return to 

Iran. Mahmoud Alavi, the Iranian Minister of Intelligence, has made remarks indicating 

that individuals who left Iran in the aftermath of the 2009 presidential election should 

not be afraid of returning to Iran. In recent months, however, a number of individuals 

who returned to Iran have been charged or arrested. Hamid Babaei, a graduate student in 

Belgium, was reportedly arrested and charged with espionage and having contacts with foreign 

enemy states. He has been sentenced to six years of imprisonment. Serajjeddin Mirdamadi, a 

reformist activist, was charged with national security crimes after returning to Iran. He has not 

http://www.hrw.org/news/2014/12/02/iran-death-sentence-facebook-posts
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been sentenced yet, but his attorney has stated that his charges could carry a sent ence be-

tween three months to a year of imprisonment. Another example is Mohammad Amin Akrami, 

a cyber activist who was arrested after returning to Iran from India ... (15 Jan. 2014).  

 

Other sources also report on the arrests upon return to Iran of Hamid Babaei (All Human Rights 

for All in Iran 9 Jan. 2014), Serajeddin Mirdamadi (Radio Zamaneh 9 Jan. 2014), and Moham-

mad Amin Akrami (ICHRI 18 Dec. 2013). According to All Human Rights for All in Iran, an 

Austrian-based NGO funded by the European Union and the Austrian Development Co-opera-

tion to assist Iranian human rights defenders (All Human Rights for All in Iran n.d.), Hamid 

Babaei was reportedly not arrested for his anti -government activities, but rather for refusing to 

give authorities information about I ranians in Belgium (ibid. 9 Jan. 2014). Sources indicate that 

Samad Khatibi, a filmmaker who campaigned for President Rouhani, was arrested in November 

upon his return to Iran (IHRDC 15 Jan. 2014; The Guardian 5 Dec. 2013). The Guardian reports 

that he was arrested "upon arriving in Tehran from the Netherlands" (5 Dec. 2013). The IHRDC 

representative indicated that "he has since been released" (15 Jan. 2014).  

 

According to the Director of Small Media, if the activist is not known, it is hard to say 

how he or she will be treated (14 Jan. 2014). He explained:  

 

The risk upon return depends on the visibility of the individual both online and offline. 

If someone is not visible enough, they may not be at risk, however it is not possible to 

say that they will not be at risk because often the authorities act rather arbitrarily. Some-

times, even people who are not high profile activists are arrested and prosecuted upon 

return to Iran for minor political activities that they have done online while being outside 

of Iran. (Small Media 14 Jan. 2014) 

 

The European Court for Human Rights (ECHR), in the "Case of S.F. and Others v. Swe-

den," states that Iranians returning from abroad are screened on arrival in Iran  (ECHR 15 

Aug. 2012, 15). The same source notes that some of the factors which may lead to an inquiry 

by the Iranian authorities on return include being of "Kurdish and Persion origin, culturally 

active and well-educated" (ibid., 15-16). […] 

 

4. Overseas Monitoring Capabilities of the Iranian Government  

 

Several sources indicate that Iranian authorities monitor online activities (Small Media 

14 Jan. 2014; Professor of History 13 Jan. 2014; ECHR 15 Aug. 2012), including online 

activities outside of Iran (ibid.; Professor of History 13 Jan. 2014). The Director of Small 

Media said that such monitoring includes social media, blogs, and popular media, in-

cluding small websites, which may be highly visible (14 Jan. 2014).  The Professor of po-

litical science stated that "all Iranian websites are closely monitored by the regime" (5  Jan. 

2014). The Professor of history indicated that the Iranian government is "very active" in cyber -

monitoring, including monitoring e-mail and online conversations (13 Jan. 2014).  

 

The ECHR, in the "Case of S.F. and Others v. Sweden" stated that relevant country infor-

mation on Iran ...confirms that Iranian authorities effectively monitor Internet communi-

cations and regime critics both within and outside of Iran. It is noted that a specific 

intelligence "Cyber Unit" targets regime critics on the internet.  (ECHR 15 Aug. 2012, 15) 

 

Without specifying whether it applies to anti-government activists, a Small Media report 
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indicates that the Iranian Cyber Police (FATA) often uses unconventional methods to 

catch cyber criminals, including acts of manipulation on social networking sites. One of 

the most popular methods used by FATA is the creation of fake Facebook profiles, 

through which they may encourage other users to divulge personal information. (Oct. 

2013, 3) 

 

The Director of Small Media indicated that Iranian authorities do not have the technical capacity 

to conduct "blanket monitoring," which means that they do not follow all Iranian citizens' online 

activitites (14 Jan. 2014). Similarly, the Professor of history indicated that the government does 

not seem to monitor all online activities (Professor of History 13 Jan. 2014). The Professor of 

history stated that the Iranian government mostly focuses on monitoring the activities 

of people that they think want to overthrow the regime.  Their definition of people who want 

to overthrow the regime does not only consist of people who want to overthrow the regime 

militarily, but also any real or perceived organized opposition to the regime, including people 

who take on the cause of religious minorities. For example, people who take on the cause of 

Baha'is may be considered to want to overthrow the regime ...(ibid.).  

 

The Professor of history stated that the Iranian authorities are aware of the actions of 

Iranians in Canada (ibid.). He added that he is aware of a case of  an Iranian living in Canada 

who was interrogated when visiting Iran, because the authorities knew that this person worked 

for an outspoken critic of the government (ibid.). OpenCanada.org, the online news source of 

the Canadian International Council, an independent foreign relations council that aims to 

"strengthen Canada's role in international affairs" (OpenCanada.org n.d.), indicates that, ac-

cording to Michael Petrou [an author of "international news and Canadian foreign policy" (Mac-

lean's 20 June 2012)]: 

 

[t]he Iranian embassy actively monitored the activities and loyalties of Iranians, partic-

ularly students, in Canada ...Dissidents were also tracked, and on at least one occasion 

security officials in Iran visited a dissident's family after he took part  in an anti-regime 

demonstration." (OpenCanada.org 22 May 2013) 

 

Corroborating information could not be found among the sources consulted by the Research 

Directorate within the time constraints of this Response. Michael Petrou  reportedly also indi-

cates that [t]he closure of the Iranian embassy sharply curtailed Iran's activities in Canada. 

However, informal ties persist between the government of Iran and members of the Iranian 

diaspora in Canada, as well as institutions such as mosques, and Iran's English-language 

broadcaster, Press TV. Several regime-linked individuals also have homes and family here. 

(ibid.) 

 

The Professor of political science stated that although the Iranian embassy in Canada is 

closed, the regime has "many agents" among the Iranian community, including students 

and businesspeople (5 Jan. 2014). The Director of Small Media also indicates that Iranian 

authorities use human intelligence to monitor people's activities in Iranian networks 

abroad (Small Media 14 Jan. 2014). He said that sometimes Iranians infiltrate activist 

groups, and gather information on the activists (ibid.) . Further information about the use 

of overseas agents could not be found among the sources consulted by the Research Direc-

torate within the time constraints of this Response. […]  » Quelle: Immigration and Refugee 

Board of Canada (IRB), Iran: Treatment of anti-government activists by authorities, including 

those returning to Iran from abroad; overseas monitoring capabilities of the governmen t (2012-
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2013), 20. Januar 2014: www.refworld.org/publisher,IRBC,QUERY-

RESPONSE,IRN,533923f74,0.html. 

 
Jamileh Kadivar, 2015: 
 

« Another problem after the 2009 protests was the sense of vulnerability among Iranians 

abroad who found themselves vulnerable to “social media” harassment by the Iranian 

police and security forces (Tribunal decisions no date). After the protests, the Intern et-

monitoring units expanded their responsibilities and began monitoring the online activ-

ity of Iranians abroad as well. Receiving a threatening email because of their online or 

offline activities was one of their problems. Fassihi (2009) noted that some people, who 

had travelled to Iran after June 2009, were arrested and questioned about their Facebook 

accounts or posts online. The personal observation of the author confirms that some 

friends were questioned about their online activities, and asked to answer the questions 

about themselves and others, when they went to the airport. My experience also indicates 

that my activities on social and mobile media were surveilled inside and outside Iran . [...] 

 

After 2009, the Iranian authorities took some steps towards limiting social media and 

information flow. The ‘Green Movement’ demonstrated the shortages of primary filtering 

and monitoring tools, and forced the Iranian government to pass legislation and devise 

more complex methods to control and monitor the users. The main steps the Iranian 

government took with regards to social media after the 2009 election include the follow-

ing: Surveillance and censorship; control of the content made by different social media 

platforms; blocking Internet communications (Facebook, Twitter, YouTube, and Wikipe-

dia); monitoring, content filtering and blacklisting websites; decrypting e -mails; hacking 

the Green Movement’ websites by cyber army; threatening active websites and activists 

in cyberspace with legal action; posting online photos of the active protesters on differ-

ent websites and asking people to identify them; control of the telecommunications in-

dustry; creation of “Supreme Council on Cyberspace” as a legal framework; slowing 

down the Internet to disconnect relation and communication among activists inside Iran 

and outsiders; and nationalizing Iranian cyberspace. While some of these activities such 

as censorship and the filtering of several websites were accepted by the Iranian govern-

ment before 2009, surveillance policies were strengthened after the protests and found 

legal justifications to limit the activities in different social media platforms . In this atmos-

phere, people had a sense of being surveilled in cyberspace, and this feeling increased mis-

trust and fear in both real and virtual worlds. Subsequently, they internalised this sense of 

surveillance inside themselves. The dominant political and security atmosphere during the 

movement adjusted to the two models of study. »  Quelle: Jamileh Kadivar, A Comparative 

Study of Government Surveillance of Social Media and Mobile Phone Communications during 

Iran’s Green Movement (2009) and the UK Riots (2011), 2015, S.177, 183: 

www.google.ch/url?sa=t&rct=j&q=&esrc=s&source=web&cd=15&ved=2ahUKEwibq8zFvO_fAh

VD6aQKHW-aDh44ChAWMAR6BAgGEAI&url=https%3A%2F%2Fwww.triple-

c.at%2Findex.php%2FtripleC%2Farticle%2Fview%2F655%2F717&usg=AOvVaw2atNefizsPy-

syo5MOoX6fy. 

 
Tehran Times, 22. April 2018: 
 

« “Breaking monopolies and backing the domestic messaging apps do not mean impos-

ing restrictions on other social media platforms. People preserve the right to choose and 

http://www.refworld.org/publisher,IRBC,QUERYRESPONSE,IRN,533923f74,0.html
http://www.refworld.org/publisher,IRBC,QUERYRESPONSE,IRN,533923f74,0.html
http://www.google.ch/url?sa=t&rct=j&q=&esrc=s&source=web&cd=15&ved=2ahUKEwibq8zFvO_fAhVD6aQKHW-aDh44ChAWMAR6BAgGEAI&url=https%3A%2F%2Fwww.triple-c.at%2Findex.php%2FtripleC%2Farticle%2Fview%2F655%2F717&usg=AOvVaw2atNefizsPysyo5MOoX6fy
http://www.google.ch/url?sa=t&rct=j&q=&esrc=s&source=web&cd=15&ved=2ahUKEwibq8zFvO_fAhVD6aQKHW-aDh44ChAWMAR6BAgGEAI&url=https%3A%2F%2Fwww.triple-c.at%2Findex.php%2FtripleC%2Farticle%2Fview%2F655%2F717&usg=AOvVaw2atNefizsPysyo5MOoX6fy
http://www.google.ch/url?sa=t&rct=j&q=&esrc=s&source=web&cd=15&ved=2ahUKEwibq8zFvO_fAhVD6aQKHW-aDh44ChAWMAR6BAgGEAI&url=https%3A%2F%2Fwww.triple-c.at%2Findex.php%2FtripleC%2Farticle%2Fview%2F655%2F717&usg=AOvVaw2atNefizsPysyo5MOoX6fy
http://www.google.ch/url?sa=t&rct=j&q=&esrc=s&source=web&cd=15&ved=2ahUKEwibq8zFvO_fAhVD6aQKHW-aDh44ChAWMAR6BAgGEAI&url=https%3A%2F%2Fwww.triple-c.at%2Findex.php%2FtripleC%2Farticle%2Fview%2F655%2F717&usg=AOvVaw2atNefizsPysyo5MOoX6fy
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they can simultaneously use various social media platforms,” Rouhani wrote in a mes-

sage on his Instagram page on Sunday . 

 

A recent decision by Supreme Leader Ayatollah Ali Khamenei to shut down his Telegram chan-

nel fuelled speculation about imposing an imminent ban on the popular messaging app, which 

authorities say takes over 40 percent of Iran’s internet bandwidth.  

 

The office of the Supreme Leader cited ending Telegram’s monopoly and support ing do-

mestic messaging apps as main reasons behind the decision . 

 

In the meantime, First Vice-President Es’haq Jahangiri announced that he was quitting 

Telegram followed by a directive sent to all government departments telling them to stop 

using the app. 

Supporters of Telegram estimate that about 40 million Iranians, almost half of the country’s 

population, use it, claiming that the app has become a source of income for hundreds of citizens 

across the country.  

 

The Supreme Council of Cyberspace has earlier set five conditions for foreign messengers 

to operate in Iran. 

 

Storing and processing Iranian users’ data inside the country, complying with the rules 

and regulations related to the protection of users' privacy as well as responding to que-

ries from judicial authorities  are among the stated conditions. » Quelle: Tehran Times, Rou-

hani vows to protect access right to social media, 22 . April 2018: www.teh-

rantimes.com/news/422886/Rouhani-vows-to-protect-access-right-to-social-media. 

 
The Independent, 30. März 2017: 
 

« A 21-year-old man has been sentenced to death by Iranian authorities for “insulting 

Islam” through messages he sent on an instant messenger app.  

 

Human rights lawyers claim that Sina Dehghan, who was just 19 when he sent the mes-

sages, was tricked into signing his own death warrant after being persuaded to confess 

to the breach of Islamic law with the promise of release if he did so. 

 

But after obtaining a confession, prosecutors dropped the agreement and sentenced 

Dehghan to death in January this year, according to the Centre for Human Rights in Iran.  

 

The content of the messages, said to have been sent using the Line app, is unknown. 

 

A source told CHRI: “During his interrogation, Sina was told that if he signed a confession and 

repented, he would be pardoned and let go. 

 

“Unfortunately, he made a childish decision and accepted the charges. Th en they sentenced 

him to death.” 

 

His family was allegedly told if they kept quiet about the charges, he was more likely to go free.  

 

http://www.tehrantimes.com/news/422886/Rouhani-vows-to-protect-access-right-to-social-media
http://www.tehrantimes.com/news/422886/Rouhani-vows-to-protect-access-right-to-social-media
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Prosecutors asked that Dehghan be sentenced to death for “insulting the prophet' as well as 

to 16 months in prison for 'insulting the supreme leader'.  

 

The sentence has now been upheld by the country’s Supreme Court, according to the CHRI, 

although a request for a judicial review has g iven his family hope that his life could still be 

spared. 

 

His mother said in a video interview obtained by CHRI: “According to Sina's lawyer, steps have 

been taken for a judicial review, and with the good news we're hearing from him, God willing 

this case will come to end positively as soon as possible.”  

 

Co-defendants Sahar Eliasi and Mohammad Nouri were also convicted of posting anti -

Islamic material on social media . 

 

Nouri was issued a death sentence, but it is unknown if the Supreme Court has given its  final 

ruling. 

 

Eliasi had his seven-year prison sentence reduced to three on appeal . 

 

Dehghan was undertaking compulsory military service at the time of his arrest in 2015 and had 

just four days left to serve.  

 

Japanese-based Line has since added end-to-end encryption to its messages, although it is 

not known how they came to be seen by the authorities. […]  

 

According to Iran's Islamic penal code, insulting the prophet is punishable by death, 

although a clause states if the accused states the insults were  the result of a mistake or 

were made in anger, the sentence can be reduced to 74 lashings of the whip . 

 

Human Rights organisation Article 19 said of Dunham: “He is now on death row, yet the immi-

nence of the execution of Sina is an affront both to internat ional standards and Iran’s own 

criminal code. 

 

“It is also clear that Sina was only given access to a court -appointed lawyer, who failed to 

adequately defend him in trial.”  

 

It added that the death penalty imposed on Dehghan and others illustrate how individuals are 

“at the mercy of a system where forced confessions, false promises, and threats to family 

members undermine not only national judicial processes, but the international standards Iran 

has signed up to. 

 

“Iranian authorities have an opportunity to act to stop the execution, and to take visible steps 

to implement their own codes of practice. We ask simply that a review of the case be under-

taken immediately and the death penalty dropped.” » Quelle: The Independent, Iranian man 

sentenced to death for 'insulting Islam' through messaging app, 30 . März 2017: www.indepen-

dent.co.uk/news/world/iranian-man-sina-dehgham-death-sentence-insult-islam-muslim-line-

messaging-app-arak-prison-amnesty-a7658466.html. 

 
UK Home Office, Oktober 2016: 

http://www.independent.co.uk/news/world/iranian-man-sina-dehgham-death-sentence-insult-islam-muslim-line-messaging-app-arak-prison-amnesty-a7658466.html
http://www.independent.co.uk/news/world/iranian-man-sina-dehgham-death-sentence-insult-islam-muslim-line-messaging-app-arak-prison-amnesty-a7658466.html
http://www.independent.co.uk/news/world/iranian-man-sina-dehgham-death-sentence-insult-islam-muslim-line-messaging-app-arak-prison-amnesty-a7658466.html
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« 6.2.3 International Campaign for Human Rights in Iran noted in an article titled ‘Iran’s 

IRGC Intensifies Crackdown on Facebook Users with 12 Arrests and 24 Summonses’ 

dated 5 February 2015 that: ‘An IRGC cyberspace specialist, Mostafa Alizadeh, an-

nounced in a statement on Iranian state television on February 1, that 12 Iranian Face-

book users have been arrested on charges of “spreading corruption, and [carrying out 

a] mission to change family lifestyles.” He added that 24 other citizens were summoned 

to answer questions about their Facebook activities. ‘On January 31, a press release by 

the Center for Investigation of Organized Cyber Crimes, a subsidiary of the IRGC Cyber 

Defense Command, was published that stated several Facebook users had been arrested 

in a surveillance project by the IRGC named “Operation Spider” that is aimed at identi-

fying and rooting out Facebook pages and activities that spread “corruption” and west-

ern-inspired lifestyles.’  

 

6.2.4 The same report also noted: ‘Alizadeh said that since September 2014, the IRGC has 

intensified its review of Facebook pages, and that 350 Facebook pages managed by 36 indi-

viduals had been identified and 130 of them deleted from Facebook. ‘Last year, the IRGC 

arrested and prosecuted eight Facebook users on charges o f “assembly and collusion against 

national security,” “propaganda against the stage,” “insulting the sacred,” “insulting Heads of 

Branches,” and “insulting individuals.” Soheil Arabi, another Facebook user, has been sen-

tenced to death for insulting the Prophet on Facebook. 

 

6.2.5 Human Rights Watch in their world report for 2016 stated that: ‘In April [2015], an 

appeals court in Tehran sentenced six social media users to five to seven years in prison 

for their Facebook posts on charges of “assembly and collusion against the national 

security” and “insulting the sanctities.” On July 13, 2014, a Tehran revolutionary court 

had previously sentenced eight Facebook users to a total of 127 years in prison for al-

legedly posting messages deemed to insult government o fficials and “religious sancti-

ties,” among other crimes. ‘On June 8 [2015], authorities announced a wave of arrests 

of social media users and activists who “published illegal invitations on social networks 

... [and] had anti-security tendencies.” […]  

 

6.2.8 Middle East Eye’s report ‘Iran rounds up 450 social media users for 'immoral activ-

ities' dated 23 August 2016 noted that: ‘Iran has "arrested or summoned" around 450 

social media users over their online activities, a website linked to the powerful Revol u-

tionary Guards said on Tuesday. Gherdab, the cyber arm of the Guards, said the people 

targeted administered pages on social networks including smartphone applications such 

as Instagram, Telegram and WhatsApp. "These people were carrying out immoral activi-

ties, insulted religious beliefs or had illegal activities in the field of fashion," said 

Gherdab. It said the suspects would be put on trial without specifying how many exactly 

have been placed under arrest .’ 

 

6.2.9 Reporters Sans Frontières reported in September 2016 that: ‘For the past year, different 

sections of the Revolutionary Guards have been announcing the dismantling and systematic 

arrest of networks of people who act “against society’s moral security,” “modelling criminals” 

(those who have photos and videos of models) and those who “insult religious beliefs.” RSF 

has registered more than 800 cases of this kind since the start of 2016. The Centre for Mon-

itoring Organized Crime, a Revolutionary Guard unit that polices the Internet, announced 
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on 23 August that “450 individuals responsible for pages on social networks such as 

Telegram, Whatsapp and Instagram” had been summoned and arrested.’  

 

6.2.10 Freedom House’s report ‘Freedom in the Press 2016’ published in September 2016 

noted that: ‘Bloggers and online activists face many of the same legal repercussions for 

their work as do professional journalists. The judiciary frequently denies accused jour-

nalists and bloggers due process by referring their cases to the Revolutionary Courts, 

which generally feature closed-door hearings and denial of access to an attorney . Among 

other arrests during 2015, reports emerged in September that well -known technology blogger 

and internet entrepreneur Arash Zad had been arrested at a Tehran airport while attempting to 

exit the country the previous month. He was believed to have been arrested by the intelligence 

unit of the IRGC. Authorities did not provide a reason for his arrest or information about where 

he was being detained.’ » Quelle: UK Home Office: Country Policy and Information Note: Iran: 

Journalists and internet based media, Oktober 2016, S.15-19: www.ecoi.net/en/file/lo-

cal/1326134/90_1477551488_2016-10-ukhome-cpin-iran-journalists-and-internet-based-me-

dia-v2-0.pdf. 

 

UK Home Office, Juli 2016: 

 

« The Danish Refugee Council, Landinfo and the Danish Immigration Service in their February 

2013 joint report referred to information noted that: ‘Mr. Hossein Abdy, Head of Passport and 

Visa Department, stressed that the Iranian constitution allows for Iranians to live where they 

wish. It is not a criminal offense in Iran for any Iranian to ask for asylum i n another country. 

He further stated that approximately 60% of Iranians who have asylum in other countries, travel 

back and forth between Iran and other countries.’ […]  

 

The Danish Immigration Service report of 2009 also made reference to information pro-

vided by ‘a western embassy’ which stated that: ‘A fine is given for leaving the country 

illegally’. The information read: The fine for illegal exit can run up to 50 million Iranian 

Rial which amounts to approximately 5,000 USD. To the knowledge of the embassy, peo-

ple who have left Iran illegally are not detained upon return. The embassy did not know 

what happens if a person is unable to pay the fine.’ A different ‘western embassy’ ad-

vised the Danish Immigration Service that ‘an Iranian citizen can return even if he or she 

has left the country illegally’, but that ‘the punishment a person might face upon return 

depends on the acts committed before leaving Iran’ . The embassy also stated that ‘[a] fine 

may be given for illegal exit’ but that it ‘did not know the  size of the fine’.  

 

5.1.5 An unnamed ‘Attorney at Law’ provided the following information to the Danish Immigra-

tion Service regarding the potential punishments for persons who return to Iran after departing 

the country illegally: ‘The Attorney at Law confirmed that there is a fine for leaving Iran 

illegally. However, he believed the fine to be around 200-300 US dollars. It was added 

that if a person has outstanding issues with the authorities (other than leaving illegally) 

he or she may very likely be punished for these upon return. The punishment will be 

according to law. However, it may also come to a stricter punishment since the person 

has left Iran illegally. It was further explained that if a person continues to leave Iran 

illegally the penalty might rise accordingly. Hence, continuous illegal departures from 

Iran will result in harsher criminal punishment .’ 

 

5.1.6 Gh. Mahdavi, the Director General of the Bureau of International Affairs at the Judiciary 

http://www.ecoi.net/en/file/local/1326134/90_1477551488_2016-10-ukhome-cpin-iran-journalists-and-internet-based-media-v2-0.pdf
http://www.ecoi.net/en/file/local/1326134/90_1477551488_2016-10-ukhome-cpin-iran-journalists-and-internet-based-media-v2-0.pdf
http://www.ecoi.net/en/file/local/1326134/90_1477551488_2016-10-ukhome-cpin-iran-journalists-and-internet-based-media-v2-0.pdf
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of the Islamic Republic of Iran advised the Danish Immigration Service that; ‘the fine for leaving 

Iran illegally is a few hundred dollars and there is no other punishment’.  

 

5.1.7 Dr Kakhki, a special adviser to the Centre for Criminal Law and Justice and Associate of 

the Centre for Iranian Studies at Durham University, stated the following in ‘General report on 

risk of return’ dated 5 December 2014: ‘According to a new amendment of Article 34 of 

Passport Law (21/2/2010), any Iranian who leaves the country illegally, without a valid 

passport or similar travel documents, will be sentenced to between one and three years 

imprisonment, or will receive a fine between 500,000 and 3 million Tomans (approx £108 - 

£650). The assigned punishment in this article is called a “Taaziri” punishment (a deter-

rent), the severity of which is at the discretion of the presiding Judge.  The Iranian Judi-

ciary believe that the “Taaziri” punishment serves firstly to prevent the guilty party from 

re-offending, and secondly to benefit society by deterring potential criminals from com-

mitting that particular crime.’ Iran Human Rights Documentation Centre state that Article 

34 of the Penal Code stipulates that ‘a ban from leaving the country for Iranian citizens 

shall require revocation of the passport and ban from a new application .’ […] 

 

5.1.11 Asked about the situation for returnees, a Western diplomat and expert on Iran 

had never heard of any Iranian with political affiliations who went back to Iran. The 

source assumed that as long as a returnee has not been member of an oppositional 

political party or involved in political activities in other ways, she or he would not face 

problems upon return to Iran .’ » Quelle: UK Home Office, Iran: Illegal Exit, Juli 2016, S.13-

18: www.ecoi.net/en/file/local/1240332/1226_1453188359_cig -iran-illegal-exit-january-

2016.pdf.  

 

USDOS, 20. April 2018: 

 

« Authorities continued to block online messaging tools, such as Facebook, YouTube, 

and Twitter, although the government operated Twitter accounts under the names of Supreme 

Leader Khamenei, President Rouhani, Foreign Minister Zarif, and other government -associated 

officials and entities. 

 

During the year the social media platform Telegram was widely used by government of-

ficials, activists, media organizations, and citizens, although the government restricted 

access to some Telegram content. In August the SCC announced new regulations requir-

ing that all foreign social media platforms, like Telegram, move all their data to servers 

inside the country or risk being closed. Telegram users in the country were harassed 

throughout the year for content posted through its servers. RSF reported i n June that 

173,000 Telegram accounts were blocked and 94 internet users, mainly Telegram users, 

had been arrested since the start of the year . In April, Prosecutor General Mohammad Jafar 

Montazeri announced that Telegram’s new voice -call option was blocked in the country be-

cause “intelligence agencies cannot monitor it.” In March, eight Telegram administrators were 

arrested, with no reason provided. 

 

Government organizations, including the Basij “Cyber Council,” the Cyber Police, and 

the Cyber Army, which observers presumed to be controlled by the IRGC, monitored, 

identified, and countered alleged cyber threats to national security. These organizations 

especially targeted citizens’ activities on officially banned social networking websites 

such as Facebook, Twitter, YouTube, and Flickr, and reportedly harassed persons who 

http://www.ecoi.net/en/file/local/1240332/1226_1453188359_cig-iran-illegal-exit-january-2016.pdf
http://www.ecoi.net/en/file/local/1240332/1226_1453188359_cig-iran-illegal-exit-january-2016.pdf
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criticized the government or raised sensitive social problems.  » Quelle: Département 

d'Etat des Etats-Unis (USDOS), Country Report on Human Rights Practices 2017 - Iran, 20. 

April 2018: www.ecoi.net/en/document/1430093.html . 

 

 

 

 

 

 

 

 

 

 

Die Schweizerische Flüchtlingshilfe SFH setzt sich dafür ein, dass die Schweiz das in der Genfer Flüchtlings-

konvention festgehaltene Recht auf Schutz vor Verfolgung einhält. Die SFH ist der parteipolitisch und konfes-

sionell unabhängige nationale Dachverband der Flüchtlingshilfe -Organisationen. Ihre Arbeit finanziert sie 

durch Mandate des Bundes sowie über freiwillige Unterstützungen durch Privatp ersonen, Stiftungen, Kantone 

und Gemeinden. 

 

SFH-Publikationen zu Iran und anderen Herkunftsländern von Asylsuchenden finden Sie unter www.fluecht-

lingshilfe.ch/herkunftslaender. 

 

Der SFH-Newsletter informiert Sie über aktuelle Publikationen. Anmeldung unter www.fluechtlings-

hilfe.ch/newsletter. 
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